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Coordinator Access to JUP EMR and Obtaining Information Preparatory to Research:  JUP and TJU have developed a policy and procedure for scanning consent forms into the JUP EMR (Allscripts®) and for coordinators to have read and print access to the EMR for auditing. See the policy attached to this newsletter. This policy is a great step forward and represents many months of work by University Counsel, JUP officials and the DHSP.  The hard work of Doreen Kornrumpf and Maureen McDade is greatly appreciated. We also would like to acknowledge the thoughtful and important input of many research coordinators during the development of this policy.  A HIPAA compliant companion DHSP guidance (G-618) has also been added to the DHSP Policy and Procedure Manual, and can be accessed at:

http://www.jefferson.edu/human_research/irb/index.cfm
This guidance concerns permitted access to hospital and outpatient medical records for patient information preparatory to research and was also developed with the assistance of Doreen Kornrumpf. Accompanying the policy is form OHR-29 “Preliminary review to assess feasibility of research” which addresses obtaining information preparatory to research. Key points regarding obtaining information about patients in a HIPAA-compliant fashion and according to JUP and IRB policies are as follows:

· To obtain numbers of patients with a specific diagnostic code(s) submit the IDX Custom Report Request Form to Jefferson University Physicians Business Services (FAX 215-503-0110)

· To obtain information from the JUP EMR for Review of Medical Records Preparatory to Research, submit a completed OHR-29 form to the TJU/JUP Privacy Officer, Doreen Kornrumpf.  Submission as an e-mail attachment is preferred (Doreen.Kornrumpf@jefferson.edu) but it can also be FAXed to 215-923-3613.
· To “pre-screen” records of patients who may qualify for a trial, you need IRB approval for the study. Submit completed JUP EMR Custom Report Request Form with appropriate attachments, to Doreen Kornrumpf (FAX as above) and Maureen McDade (FAX 215-955-0387). One form for each IRB approved study should be submitted.
· To screen patients for an IRB approved study, you should have a copy of a signed consent form scanned into the patients JUP EMR.  You should retain the original signed consent forms in your research files.  No other forms are required to be submitted.

The three relevant forms (JUP IDX Custom Request Form; JUP EMR Custom Report Request Form and the OHR-29 Form) can be found on the DHSP website forms page.  
CITI Training:  Please note that Initial certification for Human Subjects Research is a one-time requirement and that Refresher courses must be completed every two years.  If you are doing Biomedical research, and being certified for the first time, you should complete the Basic Biomedical Research modules plus the Good Clinical Practice modules.  If you are engaged in Social/Behavioral research, please complete the Basic Social/Behavioral Research modules for initial certification. Refresher courses consist of completing three of the offered modules listed in either the Social/Behavioral or Biomedical offerings.
Advice to Investigators: 
· Read your protocols and consent forms before submitting for IRB review. A proofread application can help you receive a favorable IRB review.  We recommend that the PI personally write at least the Lay language Summary, Objectives and Significance, and Background and Rationale sections of the OHR 2 (Part A, numbers 1,2, and 3).  
· Attend an IRB meeting as a guest – you will learn about the review process and pick up ways to make your submissions more likely to require only administrative changes as opposed to having to be returned for another review by a convened Board. 

· Consider becoming an IRB member. IRB members in general find the experience to be both rewarding and educational.

· Read and sign all responses to the IRB. When a response is not signed by the PI, it raises the question as to whether the PI has considered, written or reviewed, and approved the response. 

Extension Studies:  When submitting an extension study for IRB review, it is very helpful to not only provide the final report (OHR-9) from the parent trial, as required (see OHR-2, Part A, #1), but any efficacy information and a synopsis of adverse events noted from the parent trial.
Manuscripts Involving Researched Deemed “Not Human Subjects Research”:  Questions occasionally arise regarding journal requirements for a statement regarding IRB approval for manuscripts resulting from research deemed “not human subjects research” by the IRB, based on review of an OHR-19. In these instances the following statement should be sufficient for most journals and should be included in the Methods section before describing patient or specimen sources. 
“The Thomas Jefferson University IRB found this research to be in compliance with federal regulations governing research on de-identified specimens and/or clinical data [45 CFR 46.102(f)].”
Amendments Adding or Removing Personnel: It is no longer necessary to submit an OHR-12 form to add or remove study personnel. For personnel changes only, use either the OHR-12A or OHR-12B.  The OHR-12A is ONLY to be used for personnel changes in studies being done at sites in the Jefferson Kimmel Cancer Center Network.  For personnel changes in all other studies, use form OHR-12B.  When adding personnel, this form must be accompanied by an OHR-1 signed by the added individual, the Department chair and administrator.  If the added person is not affiliated with TJU, TJUH, Rothman or the Philadelphia Hand Center, submit an Unaffiliated Investigator Agreement and COI disclosure form – both are on the DHSP website forms page. Completed OHR-12A and OHR-12B forms should also be faxed to Janyce Lingo, Office of University Counsel, 215-923-3613 for verification of COI disclosure.
Also keep in mind that, while all added personnel should be itemized in the COI section of the OHR-1, unaffiliated persons should not sign the OHR-1. Also, non-TJU/TJUH employees do not have a TJU ID#, and you can indicate “NA” for these personnel in the COI section of the OHR-1.
Other Forms: As a reminder, please note the new OHR-2B, “Protocol Application for Non-Biomedical Research,” which should be used for submissions that do not involve drug or device interventions.  The OHR-2B is somewhat modified from the OHR-2, and is geared towards social-behavioral research as well as research involving only questionnaires or surveys.
Also, always use CURRENT OHR form templates from the DHSP website.  When you save forms on your computer for future use they often become outdated or altered (paragraphs missing, out of order, etc.).
Helpful Hints:  To enhance communication between DHSP personnel and investigators, on IRB submissions please provide the telephone number for your academic office or lab and NOT your patient office number.  It is very frustrating for DHSP personnel to get all the patient-oriented messages and not be able to contact you for important questions regarding your IRB submissions.

Compliance Corner: Since the last Newsletter there have been two noncompliance incidents: 
· Researchers on several occasions failed to get authorization from the privacy officer to obtain information “preparatory to research.” See above discussion related to coordinator access to the EMR the new TJU/JUP Policy, DHSP policy G-619 and form OHR-29.
· Tardy reporting of SAEs. IRB Policy GA 120 states in section 5 that “On-site SAEs (Grades 3-5) that are deemed to be possibly or definitely related to the study article should be reported within 48 hours of knowledge of the event, except that death should be reported within 24 hours (one working day).”

Note:  This and past issues of the IRB Newsletter can be accessed from the DHSP webpage. The link is in the IRB Reference Documents Box.  We appreciate the editorial assistance of Doreen Kornrumpf in preparing this newsletter.
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UNIVERSITY POLICIES AND PROCEDURES 





Category: 
Research
Title:
ACCESS TO JEFFERSON UNIVERSITY PHYSICIANS ELECTRONIC MEDICAL RECORDS BY RESEARCH COORDINATORS FOR RESEARCH PURPOSES
Applicability:
Thomas Jefferson University; Jefferson University Physicians


PURPOSE

This purpose of this policy is to set forth the procedures applicable to research coordinators (“Coordinator(s)”) employed by Thomas Jefferson University (“TJU”) requiring access to the medical records of individuals who are: (i) screened or enrolled for participation in a research study or clinical trial conducted at TJU, (ii) provided research-related services by Jefferson University Physicians (“JUP”), and (iii) registered as a JUP patient (“JUP Patient”).  

JUP maintains an EMR for each JUP Patient (the “JUP EMR”). TJU and JUP understand that access to and use of the JUP EMR by Coordinators is required to enable TJU to: (1) conduct Human Subjects (defined below) research at TJU in compliance with applicable TJU policy, federal and state regulatory requirements and sponsor contractual requirements; (2) compile and maintain the medical records of Human Subjects consistent with the Human Subjects informed consent, as applicable, to satisfy legal requirements related to research; and (3) verify data on Human Subjects for research publication and other scientific and educational purposes.  

This policy ensures that Coordinators given access to the JUP EMR comply with JUP practices related to EMR use, including maintaining the privacy and confidentiality of patient information and complying with all applicable federal, local and institutional regulations and policies related to patient electronic medical records.

DEFINITIONS
“Human Subject(s)” for purposes of this policy are individuals who have been screened to determine eligibility to be enrolled in or who have voluntarily enrolled as a subject in a TJU approved research study or clinical trial.

“Research Informed Consent Form” for purposes of this policy means the written informed consent form approved by TJU’s Institutional Review Board (“IRB”) and signed by a Human Subject enrolled in a TJU approved research study or clinical trial, which includes a provision permitting TJU’s access to and use of protected health information.

POLICY

Consistent with TJU’s and JUP’s mission to promote education and research, JUP shall permit Coordinators “View Only” access to the JUP EMR for the purposes stated in this policy in accordance with the procedures established.

PROCEDURES
1.     To gain JUP EMR access, the authorized representative from the department to which the Coordinator is assigned must comply with JUP’s current “Procedures to Request Access to the JUP EMR” (“Request Procedures”), which can be secured from JUP Administration.  The Request Procedures include, but are not limited to, the submission by the authorized department representative of a JUP EMR User Request Form to JUP Administration specifying the name(s) of the Coordinator(s) requiring “View Only’ access to the JUP EMR.

2.    To gain and maintain “View Only” access to the JUP EMR, the Coordinator must:

· Complete EMR Training for View Only access; 

· Complete HeathStream HIPAA course; and

· Complete the JUP EMR User Agreement Form, which addresses confidentiality of the JUP EMR system and abide by its terms.

3.     Upon completion of requirements noted in paragraph 2 above, Coordinators may access the JUP EMR to view the JUP EMR only for JUP Patients who are also Human Subjects for whom the Coordinator possesses a signed Research Informed Consent Forms, as applicable, and/or a legitimate business need to access.  The access to the JUP EMR shall be consistent with the Research Informed Consent Form, as applicable, and limited to the minimum necessary information for the research purpose.  

A Research Informed Consent Form for a Human Subject who is also a JUP Patient may be scanned into the JUP EMR, as needed, to verify that the JUP Patient is a Human Subject permitting TJU access to his/her JUP EMR.  JUP Administration or its designee will be responsible to scan Research Informed Consent Forms into a JUP EMR.  Coordinators should provide to JUP Administration or its designee or the JUP Liaison Reseach Coordinator (defined below) a copy of Research Informed Consent Forms for scanning.   Only Research Informed Consent Forms may be included in the JUP EMR.  No other research documents shall be included in the JUP EMR.      

Coordinators may only print documents from the JUP EMR for those Human Subjects for whom records are required by law to be maintained by Coordinators for research purposes.  Coordinators shall not electronically download any JUP EMR documents on any device.  

Coordinators may remove printed documents from JUP practice sites.  Coordinators must complete a JUP EMR Removal Form for each JUP patient for whom documents have been printed and removed from a JUP practice site to enable JUP to comply with applicable HIPAA accounting requirements.

TJU and the Coordinators will be responsible for the privacy and security of any and all JUP EMR documents removed from JUP practice sites.  Coordinators shall provide secure transport of the paper copies of JUP EMR documents removed from a JUP practice site through use of secure transport bags or other secure means. 

Upon printing and removal of the JUP EMR documents, such documents shall be deemed part of a TJU research file for the applicable research study or clinical trial (the “Research Files”).  Research Files shall not be considered part of the JUP EMR.  Storage of Research Files that include copies of JUP EMR documents shall be in locked cabinets in locked offices with accessibility limited to research staff only.   

4.     One Coordinator from each department may be designated as a “JUP Liaison Research Coordinator”.  The JUP Liaison Research Coordinator may be given access to the JUP EMR to record entries in JUP Patient records.  These entries will be limited to identification of the JUP Patient as a research patient.  

5.     To maintain JUP EMR View Only access, the authorized department representative(s) must review use reports provided to them on a regular basis and determine if the Coordinator(s) should continue to have access or be deactivated due to inactivity or for any other reason (e.g. change in job description, etc.).

6.     Authorized department representatives are responsible for timely submission of a request to modify or deactivate access JUP EMR access upon the termination of a Coordinator’s employment or change in status.  

7.    Authorized department representatives and Coordinators must comply with applicable University Policies, including Policy No. 122.21: Assignment and Management of Information Access Privileges; and Policy No. 122.22: Termination or Modification of Access to PHI: Facility Controls & Electronic Systems to ensure that appropriate security measures are taken to minimize the possibility of unauthorized access to secure data by those Coordinators who are no longer authorized to have access to that information.
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